997
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.29, NO.5, Oct. 2019 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2019.29.5.997

Multi-Layer Perceptron 7|2 0|83} g 24
34 74 92 &4

Implementation and Analysis of Power Analysis Attack Using Multi-Layer
Perceptron Method

Hongpil Kwon,T DaeHyeon Bae, Jaecheol Ha'
Hoseo University

(@] oF
e =

B =HdAE 7|E AY B4 FA9 ofe$F vEaAS FEa] Sd @ @9 719k MLP(Multi-Layer
Perceptron) €x8]&g 7Hkeg 3 37 2dg abgsle] ¢kd tiulo]xrg HIU—A 715 e 345 A=
Aorsts A B4 T4 gAre XMEGAI28 8H|E Z2AA Ald|ld 785 AES-128 ¢t mEo|n], 16u}o]EQ)
v 7] F 3 ulo|EY Bl WAoo FEslgrh A Ast MLP 7k Ay B4 34E 89.51%2 Ag

=2 U 7)5 FEslglon] AA] 7S Fald ASdde 94.51%9] AEE dehygdn). Aleksls MLP 74k
o] AY A FAL g5 3 featured FE2L 4 = AAo] 9le] SVM(Support Vector Machine) 3} %
2wl By 7k mdlec) 9 3 EAS 1S sl

ABSTRACT

To overcome the difficulties and inefficiencies of the existing power analysis attack, we try to extract the secret key
embedded in a cryptographic device using attack model based on MLP(Multi-Layer Perceptron) method. The target of our
proposed power analysis attack is the AES-128 encryption module implemented on an 8-bit processor XMEGAI128. We use
the divide-and-conquer method in bytes to recover the whole 16 bytes secret key. As a result, the MLP-based power
analysis attack can extract the secret key with the accuracy of 89.51%. Additionally, this MLP model has the 94.51%
accuracy when the pre-processing method on power traces is applied. Compared to the machine leaning-based model
SVM(Support Vector Machine), we show that the MLP can be a outstanding method in power analysis attacks due to
excellent ability for feature extraction.
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Table 3. Experimental results for SVM attack
model(C=10,000)

C Gamma Original Pre-processing
10,000 0.1 78.93% 80.96%
10,000 1 78.56% 80.51%

10,000 10 79.21% 81.11%
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Table 4. Experimental results for SVM attack
model (Gamma=1)

C Gamma | Original | Pre-processing
1,000 1 78.91% 80.93%
10,000 1 78.56% 80.51%
100,000 1 78.56% 80.51%
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